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1.0 ELECTRONIC NRR WEB APPLICATION (eNRR) INTRODUCTION

1.1 Online data access and Remote data capture

Each SDP is given right to access their own data and enter data remotely at their site via the eNRR
Web Application (eNRR). Depending on its right, each SDP may access one or more of the
following modalities in eNRR:

1. Hemodialysis (HD)

2. Peritoneal Dialysis (PD)

3. Transplant (Tx)

4. Renal Biopsy (GN) — coming soon

1.2 Real time report
Reports are generated on a real time basis based on data entered via the online data access and
Remote data capture module.

1.3 Data Standard
This documents the definition of all variables in the all the NRR Forms

1.4 Maintenance
This module allows user to change their password. Users are responsible to change their passwords
every time they expire.

1.5 Access Control

Only authorized users can gain access to a system. Depending on the role of user, different users
have different access rights to the application, i.e. some may view data only but not edit data, some
may view and edit data, etc.

Timer — On top of each application, timer has been set from 60 and will decrease each time the
application left idle. If the application has been left idle more than 60 minutes, the application will
be logged off automatically.

14: 44

Picture 1.1 Timer
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2.0 SECURITY

Each authorised user is required to read through, understand and sign The Security Policy for eNRR
Web Application before being authorised to access the application. This is to ensure that users play
an active role in ensuring security of data at their level.

2.1 Policies and Practices

As a good security practice, you are strongly advised to:

Keep your password confidential!

Avoid sharing or divulging your Password to anyone. This includes any person who may
appear to represent or work for the Registry. Our administrator do not request for your
password at any time.

Avoid using the same Web Application Password for any other web-based services such as
for e-mail or for Internet Service Provider login.

Avoid choosing a Password that is easily anticipated by a third party, like your NRIC
number, telephone number, date of birth, etc. You should select a unique Password to make
it difficult for anyone to anticipate.

Avoid writing down or "saving" your Password on your browser or any other software.
Memorizes your Password.

If you suspect your Password may have been compromised, change your Password

immediately.

Tips: Your password is what tells the system that you are who you say you are. Because your
password is like a key to your account, you need to safeguard it. Anyone who has your password
can pose as you. Therefore, you may be held responsible for someone else's actions, if they are able
to get your password. Do not record your passwords down, memorise them!

Ensure you are accessing the correct website!
Never access the website via a hyperlink from an e-mail. Always enter the correct website address
yourself, which is https://www.msn.org.my\eNRR

Only access Web Application using a secure and trusted computer!

Never access your Web Application on computers / devices which you have doubts with
regard to security, such as those located in public places. If you have to use such computers
(for example, when you are outside the office), change your password once you have access
to a secure computer.

Keep your operating system (eg. Microsoft Windows) and Internet-related software updated
with the latest security patches.

Protect your computer from viruses and malicious programs with anti-virus software and
firewalls where possible. Always update your anti-virus software with the latest virus
signatures.

Always log out your Internet session by clicking on the "logout" button whenever you leave
your computer, even for a short while. Do not simply close the browser window when you
wish to end the Web Application session.
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2.2 Access group and Access Right for NRR users

Access Right NRR Forms | Data Query eMOss Data download | Reports Centre Centre Staff | Centre Report Card | CUSUM
Profile
View |Update | View [Update | View | Update View|Update | View |Update

Individual Centre
™ Doctor Y ¥ ¥ Y Y Y Y Y Y Y Y Y Y own
~ Site Coordinator (Paramedic / doctor) Y Y Y Y Y Y Y Y Y Y Y Y Y N
~ Paramedic Y Y Y ¥ ¥ ¥ N Y N N N N N N
HQ (Parent Centre)
~ HQ Coordinator - All centres under the group Y N ¥ N Y N Y Y Y N Y N Y N
™ Sub HQ Coordinator - Selected centres under Y N ¥ N Y N ¥ Y ¥ N Y N ¥ N
the group
State MOH
~ Head of State MOH - All MOH centres in the Y N ¥ N Y N Y Y Y N Y N Y N
state
™ Sub State Head - Selected MOH Centres in the Y N ¥ N Y N Y Y Y N Y N Y N
state
National MOH
™ Head of MOH - All MOH Centres Y N ¥ N Y N Y Y Y N Y N Y N
Registry
~ NRR Registry Manager and staff Y \d \d Y Y Y Y Y Y Y Y Y Y N

- User / User right management - site
coordinator / HQ staff / PIC

- SDP Management

- Data Tracking

- Data Query & Resolution

Table 1.1 Access Right for NRR
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3.0 HOW TO ACCESS ELECTRONIC NRR WEB APPLICATION (eNRR)

A) Login

*Note: Effective 2019, accounts of all previous eMOSS login who have not gone through First Time Login
in eNRR has been auto removed. You will need to go through First Time Login flow.

OF NEPHROLOGY
http://www.msn.org.m
Select NRR from menu

At NRR Website
http://www.msn.org.my/NRR,
oNIR

click 2
|

4\.:‘ b, MALAYSIAN SOCIETY Access MSN website

PONE  ASOOTI W PVILE WTFHERT TR

ok

eNRR Login Page

——
Do you have Electronic National
Renal Registry (eNRR) Login
Account ?
Scn 3.1 Scn 3.2
Yes | No
Have eNRR User Account No eNRR Account
At Login Page (Page 1 Authentication), Please click First Time Login link at
Key in your Username and Image Security Code. Login Page.
Click Next. & FIRST TIME LOGIN
At Page 2 Authentication,
Tick Yes/No for Personal Login Phrase
Verification, Check username and key in User
Password.
Click Login.
Select Role | NRR Information Security Policy |

Confidential and Non Disclosure
Agreement

| Personal Data Protection Notice |

First Time Authentication with
Identification Card Number and
Handphone Number

Create Login Account &
Update My Profile

| Return to Login page |

At Login page, Key in your
Username and Image Security
Code.

Click Next.

|
At Page 2 Authentication,
Tick Yes/No for Personal Login
Phrase Verification, Check
username and key in User
Password.
Click Login.

Select Role

Home Page —
eNRR Forms Submissions
Dashboard page
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1. Go to MSN-NRR Website. http://www.msn.org.my/nrr/

argmy % +6(03) 40502583 f ¥ in & G

O NI,

Home AboutUs ~ Documents Registry ~+ CentreDirectory Publications v Forms v  DataRequest FAQ  Contact

Transplant Registry established by the Department of Nephrology in 1992

I/ | H
-

The National Renal Registry (NRR) has its origin in the Dialysis and # /

NEWS & EVENTS eNRIR

Subject: Sistem elekironik NRR bagi punggutan

ELECTRONIC NATIONAL RENAL REGISTRY

- NRR Forms Submission
data akan mula daripada 2017

Kepada yang menjaga dan yang berkenaan, M!J ”'5

Pada ketika ini, NRR sedang membangunkan satu
sistem elektronik untuk pengumpulan data yang
dijangka akan digunakan sepenuihnya mulai tahun R EG ISTR Y

2. To go Electronic NRR Web Application (eNRR), click on Eemmmeeeeed button on NRR

Website as shown above.
3. Do you have eNRR Login Account?
1. If Yes (have eNRR Login Account), refer Section 3.1
il. If No (doesn’t have eNRR Login account), refer Section 3.2.
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3.1.Have eNRR Login Account

User authentication — There are two levels of user authentication.
Level 1: Key in Username and Image Security Code
Level 2: Verity the Personal Login Phrase and key in Password.

1. At the eNRR login page that appears, key in the username and image security code in the
appropriate column and then, click on the Next button.

EN"" Home About Us + User Guide & Manual Registration Form Security Policy Centre Directory Contact Us

User Login

NEWS & EVENTS ELECTRONIC NATIONAL RENAL REGISTRY

— e —
The Dialysis and Transplant Registry was establig] MNephrology.
Ve dpdetersony Kuala Lumpur Hospital (HKL) in 1992 to collect d L | testdr
therapy within the Ministry of Health (MOH) In order to expand coverage to include non-
MOH patients so that the registry may truly claim to be a national ane, the awnership was W—
transferred to the Malaysian Society of Nephrology. It was subsequently named Malaysian =

Dizlysis and Transplant Registry (MDTR). MDTR collects information on patients with end [ Change image |

stage renal disease (ESRD) on renal replacement therapy (RRT) in Malaysia.
3 S| 441122
Key inImage Security Code

NEXT

& FORGOT PASSWORD?

& FIRST TIME LOGIN

Picture 1.2 National Renal Registry (NRR) web application - : Welcome page

2. In the second authentication page,
a. Click Yes if your Personal Login Phrase is correct, and click no if your Personal
Login Phrase is incorrect.
b. Check if your username is correct
c. Key in your Password

eN"" B About Us ~ User Guide & Manual Registration Form Security Policy ~ Centre Directory ~ Contact Us

NEWS & EVENTS ELECTRONIC NATIONAL RENAL REGISTRY o

Vel st e The Dialysis and Transpiant Registry wan esisblished by the Depadment of

- ' B8 your Parsonal Logn Phiase comect?
Mipmln _umpor ”"1 1.1 Personal Login Phrase is correct, click Yes. iﬂ.—. tesiphrase

thetapy vathin the o
MOH patients so tha tha reaistry may tufy chaim to ba @ natonal ne, the gwnersnip was B Yei: g o

1o the iy named Malaysian
Digysis ond | 2.checkyour username is correct hnmmmﬁp L tesir

stags renal dissass (ESA0) on mnal sepecemant thesspy (RRT) in Mataysia
> &

LOGIN

&, FORGOT PASSWORDT

3. EnterF

Picture 1.3 Authentication page
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3. If you have never accepted the NRR Information Security Policy, the system will go to the
page. Go through the NRR Information Security Policy.

a. At the bottom of the page, Click Yes or no for ‘I hereby ACKNOWLEDGE and
ACCEPT that my access and use of the NRR Web applications shall be governed by
this Security Policy’

1. If you click Yes, the Accept button will be enabled.
il. If you click No, the Accept button will remain disabled. You will not
be able to proceed to access eNRR.

b. Click Accept

NRR Information Security Policy

INTRODUCTION
This document has been produced to ensure that:
o A higher level of security in terms of patients’ information confidentiality, centre confidentiality, integrity and availability of data infarmation is maintained at all time.
» All sites users and site coordinators are aware of their authority and accountabilities as stated in the NRR Authorization Form.
» All site users are aware of that NRR is governed and operated based on various approvals and policies such as Personal Data Protection Notice and Privacy Policy which are available in

the NRR Website and thus should ensure compliance with the stipulated policies.

MANAGEMENT
A) USER LEVEL

1. Provide true and up to date information about yourself to the registry in the MyProfile page
2. Do not disclose your user ID or password to anyone else. Each of the activity in the web application has an audit trail.
3. Do not give your mobile phone to anybody else while logging into the web application.
4. Log in the pin number immediately after receiving the number via SMS.
5. Users are responsible to update/edit their own centre data.
6. Should the user lose his/her mobile phone or change a new mobile phane number, he/she should inform the Doctor in-charge / Site Coordinator who shall than officially inform the NRR

coordinator via web. (Document: User -Change Details Link)

1

. Should the user forget his/her password, please login at the Eorgot Your Password at the main page of the web application. Tt is compulsory for user to provide correct registered login

'User Mame' and "e-mail address" or ‘'mobile phone’ for verification. The password will be sent via mobile phone.

@

. Please read password management as per Appendix A (Security Practices)

B) CENTRE/INSTITUTION LEVEL

1. Provide true and up to date information about my centre to the registry in the Centre Information / Centre Survey page

2. Agree to allow other authorized users within the same institution as per Authorization List for their specific responsibilities.

3. Ensure that your database is updated regularly to maintain its real-time accuracy.

4, Agree to share aggregate data from your centre for the purpose of research by qualified researchers, or for any other purpose by persons demonstrating a need to access the NRR web
application (s) following approval by the NRR Advisory Committee.

5. The SDPs hold sole responsibility with regards to release of own patients’ data to any party concern. NRR would appreciate a notification of the purpose and details where applicable.

1. Click Yes or No.
Informatfbn in this document is subject to change without prior notice. No part of this document may be reproduced or transmitted in any form without approval from the NRR Chairman.

DWI EDGE and ACCEPT that my access and use of the NRR Web applications shall be governed by this Security Policy.

4. Click OK at the confirmation of acceptance of Security Policy.

H 2. if you click Yes, then the Accept button will be enabled. Click Accept

5. If'you have never accepted the Confidential and Non-Disclosure Agreement, the system will go to
the page. Go through the Confidential and Non-Disclosure Agreement.

a. At the bottom of the page, Click Yes or no for ‘I hereby ACKNOWLEDGE and
ACCEPT that my access and use of the NRR Web applications shall be governed by
this Confidential and Non-Disclosure Agreement.’

1. If you click Yes, the Accept button will be enabled.
il. If you click No, the Accept button will remain disabled. You will not
be able to proceed to access eNRR.

b. Click Accept
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Confidential and Non-Disclosure Agreement

A member to the National Renal Registry (herginafter Member”). L\)

WHEREAS, in the course of the conduct of the MRR, it shall be necessary for the NRR to disclose confidential, sensitive or proprietary information to Member;

WHEREAS, Member desires to receive all such data, information and materials subject to the terms and conditions set forth herein;

MOW, THEREFORE, in consideration of the mutual benefits in furthering the interests of the parties, the parties agree as follows:

Gl (Rl e Lol S

»

10.

- Click Yes

Member hereby agrees to abide by the "Confidential Rule”, as setforth in the Governance Manual of the NRR.

The information, material or data thatthe NRR considers and treats as confidential, sensitive or proprietary is defined in the Governance Manual of the NRR.
Member's obligation to abide by the "Confidential Rule” continues indefinitely.

All confidential, sensitive or proprietary material shall be used for the purposes set forth and for no other purpose without the prior written consent of the NRR

All confidential, sensitive or proprietary material shall remain the exclusive propery ofthe NRR and shall be promptly returned or destroyed upon reguest of the NRR.
This Agreement and the relationship and subject matter thereof shall not be disclosed to any third party without the prior written consent of the NRR.

The failure of the NRR to enforce any provision of this Agreement shall not operate as a waiver of such provision or of any other provision of this Agreement.

Member hereby agrees that any breach of this Agreement may resuitin ireparable injury and damage to the NRR that may not be adequately compensated in
monetary terms, and for which there may be no adequate remedy at law. Member therefore gives consent and agrees thatthe NRR shall obtain injunctions, orders or
decrees as may be necessary to protect information, material or data that the NRR considers and treats as confidential, sensitive or proprietary.

No rights or licenses, expressed or implied, are hereby granted to Member under or in any patents, know-how, copyrights, trade secret, or rademark of NRR as a result
of, orrelated to, this Agreement

This Agreement shall be construed under the laws of Malaysia, and any action instituted pursuant to the terms of this Agreement shall be brought in the Court of

HEREDF, the parties have caused this Agreement to be executed by their duly authorized representatives on the date first writen above.

i ‘_--| 2. If you dick Yes, then the Accept button will be enabled. Click Accept.

6. Click OK at the confirmation of acceptance of Confidential and Non-Disclosure Agreement.

7. Ifyou have never accepted the Personal Data Protection Notice, the system will go to the page.
Go through the Personal Data Protection Notice.

a. At the bottom of the page, Click Yes or no for ‘I hereby ACKNOWLEDGE and
ACCEPT that my access and use of the NRR Web applications shall be governed by
this Personal Data Protection Notice.’

1. If you click Yes, the Accept button will be enabled.
il. If you click No, the Accept button will remain disabled. You will not
be able to proceed to access eNRR.

b. Click Accept

10
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Personal Data Protection Notice

Background to National Renal Registry Malaysia (NRR)

« The NRR is an ethically approved clinical quality registry containing patient data ‘express purpose of a to improved pat and outcomes
« The NRR is an independent non profitable organization operated under Malaysian Society of Nephrology in collaboration with Ministry of Health Malaysia. The aim s to improve patient
« The collection, use, disclosure and access to data are all conducted in accordance with legal, ethical and national best practice guidelines

Malaysian Personal Data Protection Act 2010 (Act 709) - NRR compliance
1. General, Notice & Choice, Disclosure Principle
« Data submission to NRR is a requirement by Private Healthcare Facility Act 1998
« The Renal Registry has been approved by Medical Research and Ethics Committes (MREC), Ministry of Health with the NMRR Research Registration ID: NMRR-08-1587-2618.
« Through the approval, NRR has recsived approval for waived informed consent. Participation can be indicated by Public Notice.
« All the relevant NRR approved ethics documents, forms and policies are available on the NRR website and can be referred from hitp://www.msn.org.my/nrr/documents.jsp &
« Open and transparent management of personal information
« Patient consent to participation is not required
 Submission to NRR falls under Non Application category of PDPA. NRR collects data for statistical purpose non-commercial purpose and is lassified under Exemption Category of
POPA.
« All patients registered with NRR are eligible to be listed in Malaysian deceased donor recipient waiting list by default

2. Open and transparent management of personal information

« The NRR website provides the NRR Office contact details in the event of questions, concerns and complaints about the NRR.

« States that the NRR is not permitted to identify patients by law and that, to maintain absolute security and confidentiality, anyone wanting to use any of the data from the Registry
will be required to obtain the approval in accordance to data request guidelines as stated in the website http://www.msn.org.my/nrr/data_request.jsp (s .

« The NRR Centre Participation in National Renal Registry Consent form addresses the policy and guideline for the participating to abide by. They have the ultimate responsibilty for
appropriately collecting and maintaining the NRR data, including ensuring privacy and confidentiality of their own patient's data.

 All personal information s kept strictly confidential: all data wil be anonymised and aggregated in any presentations or publications and no patients o hospitals will be identified
by name in reports.

« The Data Security Policy explains the security related to the collection, storage and accessibility of the information in the Registry.

3. Anonymity and pseudonymity
 Anonymity and pseudonymity is impracticable for the NRR as identification of individuals is required in order to:
i. Make the necessary changes to patients' records e.g. opting-out from the registry; editing erroneous data, deceased donor kidney recipient waiting list
ii. Due to the nature of the renal disease, cohort follow up of the patients is required
« However anonymity is preserved in the way that the data are used .g. reports, presentations.

« Patients can opt-out their personal data at any time, with just an ID code remaining in the system.

4. Collection of solicited personal information

« The NRR collects persanal information which is directly related to its functions and activities. Public Notice s available at participating centres.

« The NRR has all the appropriate ethics/governance approvals in place including approval of an opt-out process for participation, which s the gold standard for registries. This
model presumes that patients will be wiling to be included in the NRR. Patients are advised that they are / will be in the NRR but they are able to opt-out any of their personal
information from the NRR at any time.

« Data collection does not occur without prior ethics approval from Medical Research and Ethics Committee (MREC), Ministry of Health with local research governance.

5. Dealing with unsolicited personal information.
« Hospital staff can enter only required information on the NRR web tool.
 NRR staff only enter follow-up data provided by the patient or their proxy.

6. Use or disclosure of personal information

« The NRR dats are summarised to provide information that can inform clinical practice and policy in renal related diseases care. All data reported are de-identified and aggregated.

« The NRR team is guided by the NRR Data Access Policy which outlines how data may be used and supplied.

« Any persons wishing to undertake research using NRR data need to submit a proposal for review by the NRR Advisory Committee, as well 35 having appropriate ethical dlearances.
Data are only supplied to researchers, in approved studies, in a non-identifiable format.

« Identifiable data are only used for data linkage or data qualty checking processes by authorised staff/entities according to appropriate approvals for data linkage and the NRR
Quality Assurance and Data Management Processes Policy e.g. ethics approved linkage with the Jabatan Pendaftaran Negara (JPN) (National birth and death registration authority).

« All NRR personnel sign a Confidentiality Agreement.

« All ENRR users sign a User Agreement which outlines the user policy.

7. Cross-border disclosure of personal information
« The NRR server and backups are maintained in Malaysia. No data are held offshore.

8. Quality of personal information
« The NRR Quality Assurance and Data Management Processes outlines the data verification processes employed by the NRR.
 NRR conducts regular reviews of data d determining case Data quality checks are also built into the NRR Web application to

ensure the quality of the data submitted.

« Training centre staff in dats entry and use of the NRR Data Definition Dictionary takes place before any live dats are entered. Site visits and data quality audits of randomly.
selected medical records are used to verify the accuracy of data collected by the NRR. Centre users have been informed to ensure to enter only true and correct information,
provide timely and accurate data and provide timely response to data query.

« Information is provided in the NRR annual reports on the quality of the aggregated, de-identified data in the registry e.g. proportion of missing data per field.

5. Security of personal information.

« The NRR Data Security Policy provides guidelines for all security-related aspects for the registry.

« NRR data are collected via a web tool that requires password access with varying levels of authority. The database itsef is protected by Secure Sockets Layer - the highest
avatabie teard of bacty
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Please select one of the Roles below:

Module 1 :

F Centre Doctor
@) Centre Nephrologistin charge / Drin Charge

Select Roles

b. If not, you will be sent to the next page to the Dashboard page of ‘Module 1: NRR
Forms Submissions’.

(T Administrato -

Home L] &
= Summary Statistics
2, Patent Registaron
Centre Participation
Patiand List
Ameniion plegse:
[ Incomptete form 02942018
1P any af the contre ool youre pl
e Pending Submissian - Mo If yous centre is not shown here. please do e needhd by complate a Borang 2 ,ﬂ]
Wi Fending Subnission -Outcome Assessment Year -

z 1! -
L mei o Carrant dotediona : 26-06-2019 2:00:24

W NRR Management

W Certie Management
Dath Guery Alert & Pending Task
J Ghange Redquest (4 11278 180
) Drita dawnfaad (MRS Manager) 1. Untuk memastikan d3ta kualili pusal anda tolong pastian rekod-rekod yang
tersenaral disini sudah selesal
i gMOSS - RNEP » fncompiste larm} { Pen@ng Surmessson — Mot & Dutcome
« [Change Request)
Q@ Logut + [Dta Quen)
2 Sl rujuk kepada tatacaranya 6 hitps my
InrinfwbPage mp MhwiPageid=aiu_Ato
0 NRR Announcement
18052019 h

Kerjssama anda amat dihargal Adatah penting unsuk menyarankan dats-data
tahunan seneium 31hb Disember seliap ehun. |afu pastikan anda sudah siap
penyerahan data-data bagi tahun taksiran yang temmasuk

1. samua pesait ban sudah cedafar

2 samua ksjadian [Oucoms]

3. semua AR sudah sempuina dibuat

4 semus FD iInfecton (FD centre onfy) sudah dilaparcan

5 samua Acuse Regection o post Tx comglicaion (Tx centre anky)

Note: Some user may have not completed login to eNRR whom user login half only OR user self
register but no roles assign OR user can’t accept NRR Information Security Policy, NDA or PDPA.

12
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3.2.No eNRR Login Account

If you have not registered to eNRR before, please request to add your login account
through Centre Coordinator OR Centre Manager OR Doctor In Charge OR Panel
Doctor/Nephrologist at your centre.

1. Atthe eNRR login page that appears, click First Time Login button.
QN"" Home About Us ~ User Guide & Manual Registration Form Security Policy Centre Directory Contact Us l

User Login
NEWS & EVENTS ELECTRONIC NATIONAL RENAL REGISTRY B
Wil The Dialysis and Transplant Registry was blished by the Dep of Mephrol
elollipcate son Kuala Lumpur Hospital (HKL) in 1992 to collect data from patients on renal replacement 4 | jyim

therapy within the Ministry of Health (MOH). In order to expand coverage to include non-
MOH patients so that the registry may truly claim to be a national one, the ownership was

to the Mal, Saciety of Nephrol It was subsequently named Malaysi T— — =
Dialysis and Transplant Registry (MDTR). MDTR collects information on patients with end [ Change image |
stage renal disease (ESRD) on renal replacement therapy (RRT) in Malaysia.

# | 809160

NEXT

& FORGOT PASSWORD?

Click First Time Login &, FIRST TIME LOGIN

2. Go through the NRR Information Security Policy.

a. At the bottom of the page, Click Yes or no for ‘I hereby ACKNOWLEDGE and
ACCEPT that my access and use of the NRR Web applications shall be governed by
this Security Policy’

1. If you click Yes, the Accept button will be enabled.
il. If you click No, the Accept button will remain disabled. You will not
be able to proceed to access eNRR.

b. Click Accept

13
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NRR Information Security Policy

INTRODUCTION
This document has been produced to ensure that:
o A higher level of security in terms of patients’ information confidentiality, centre confidentiality, integrity and availability of data infarmation is maintained at all time.
» All sites users and site coordinators are aware of their authority and accountabilities as stated in the NRR Authorization Form.
» All site users are aware of that NRR is governed and operated based on various approvals and policies such as Personal Data Protection Notice and Privacy Policy which are available in

the NRR Website and thus should ensure compliance with the stipulated policies.

MANAGEMENT
A) USER LEVEL

1. Provide true and up to date information about yourself to the registry in the MyProfile page
2. Do not disclose your user ID or password to anyone else. Each of the activity in the web application has an audit trail.
3. Do not give your mobile phone to anybody else while logging into the web application.
4. Log in the pin number immediately after receiving the number via SMS.
5. Users are responsible to update/edit their own centre data.
6. Should the user lose his/her mobile phone or change a new mobile phane number, he/she should inform the Doctor in-charge / Site Coordinator who shall than officially inform the NRR

coordinator via web. (Document: User -Change Details Link)

1

Should the user forget hisfher password, please Ingin at the Forgot Your Password at the main page of the web application. It is compulsory for user to provide correct registered login
'User Mame' and "e-mail address" or ‘'mobile phone’ for verification. The password will be sent via mobile phone.

8. Please read password management as per Appendix A (Security Practices)

B) CENTRE/INSTITUTION LEVEL
Provide true and up to date information about my centre to the registry in the Centre Information / Centre Survey page
Agree to allow other authorized users within the same institution as per Authorization List for their specific responsibilities.

Ensure that your database is updated regularly to maintain its real-time accuracy.

R Y R R

Agree to share aggregate data from your centre for the purpose of research by qualified researchers, or for any other purpose by persons demonstrating a need to access the NRR web

application (s) following approval by the NRR Advisory Committee.

n

. The SDPs hold sole responsibility with regards to release of own patients’ data to any party concern. NRR would appreciate a notification of the purpose and details where applicable.

1. Click Yes or No.

Informatfn in this document is subject to change without prior notice. No part of this document may be reproduced or transmitted in any form without approval from the NRR Chairman.

H 2. if you click Yes, then the Accept button will be enabled. Click Accept

3. Click OK at the confirmation of acceptance of Security Policy.

4. Go through the Confidential and Non-Disclosure Agreement.

a. At the bottom of the page, Click Yes or no for ‘I hereby ACKNOWLEDGE and
ACCEPT that my access and use of the NRR Web applications shall be governed by
this Confidential and Non-Disclosure Agreement.’

1. If you click Yes, the Accept button will be enabled.
ii. If you click No, the Accept button will remain disabled. You will not
be able to proceed to access eNRR.

b. Click Accept

14
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Confidential and Non-Disclosure Agreement

A member to the National Renal Registry (hereinafter "Member-). L\)
WHEREAS, in the course of the conduct of the MRR, it shall be necessary for the NRR to disclose confidential, sensitive or proprietary information to Member;
WHEREAS, Member desires to receive all such data, information and materials subject to the terms and conditions set forth herein;

MOW, THEREFORE, in consideration of the mutual benefits in furthering the interests of the parties, the parties agree as follows:

1. Member hereby agrees to abide by the "Confidential Rule”, as set forth in the Governance Manual of the NRR.

2. The information, material or data thatthe NRR considers and treats as confidential, sensitive or proprietary is defined in the Governance Manual of the NRR.

3. Member's obligation to abide by the "Confidential Rule® continues indefinitely.

4. All confidential, sensitive or proprietary material shall be used for the purposes set forth and for no other purpose without the prior written consent of the NRR

5_All confidential, sensitive or proprietary material shall remain the exclusive propery of the NRR and shall be promptly returned or destroyed upon request of the NRR.

6. This Agreement and the relationship and subject matter thereof shall not be disclosed to any third party without the prior written consent of the NRR.

7. The failure of the NRR to enforce any provision of this Agreement shall not operate as a waiver of such provision or of any other provision ofthis Agreement.

8. Member hereby agrees that any breach of this Agreement may resultin irreparable injury and damage to the NRR that may not be adequately compensated in
monetary terms, and for which there may be no adequate remedy at law. Member therefore gives consent and agrees thatthe NRR shall obtain injunctions, orders or
decrees as may be necessary to protect information, material or data that the NRR considers and treats as confidential, sensitive or proprietary.

9. No rights or licenses, expressed or implied, are hereby granted to Member under or in any patents, know-how, copyrights, frade secret, or rademark of NRR as a result
of, orrelated to, this Agreement

10. This Agreement shall be construed under the laws of Malaysia, and any action instituted pursuant to the terms of this Agreement shall be broughtin the Court of

1. Click Yes or No.
TTHT

HEREDF, the parties have caused this Agreement to be executed by their duly authorized representatives on the date first writen above.

il ‘_--| 2. If you dick Yes, then the Accept button will be enabled. Click Accept.

5. Click OK at the confirmation of acceptance of Confidential and Non-Disclosure Agreement.

6. Go through the Personal Data Protection Notice.

a. At the bottom of the page, Click Yes or no for ‘I hereby ACKNOWLEDGE and
ACCEPT that my access and use of the NRR Web applications shall be governed by
this Personal Data Protection Notice.’

1. If you click Yes, the Accept button will be enabled.
il. If you click No, the Accept button will remain disabled. You will not
be able to proceed to access eNRR.

b. Click Accept

15
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Personal Data Protection Notice

Background to National Renal Registry Malaysia (NRR)

« The NRR is an ethically approved clinical quality registry containing patient data ‘express purpose of a to improved pat and outcomes
* The NRR s an independent non profitable organization operated under Malaysian Society of Nephrology in collaboration with Ministry of Health Malaysia. The aim is to improve patient

« The collection, use, dislosure and access to data are all conducted in accordance with legal, ethical and national best practice guidelines

Malaysian Personal Data Protection Act 2010 (Act 709) - NRR compliance
1. General, Notice & Choice, Disclosure Principle
« Data submission to NRR is 3 requirement by Private Healthcare Facility Act 1558
« The Renal Registry has been approved by Medical Research and Ethics Committee (MREC), Ministry of Health with the NMRR Research Registration ID: NMRR-08-1587-2618.
« Through the approval, NRR has recsived approval for waived informed consent. Participation can be indicated by Public Notice.
« All the relevant NRR approved ethics documents, forms and policies are available on the NRR website and can be referred from http://www.msn.org.my/nrr/documents.jsp &
« Open and transparent management of personal information
« Patient consent to participation is not required
 Submission to NRR falls under Non Application category of PDPA. NRR collects data for statistical purpose non-commercial purpose and is lassified under Exemption Category of
POPA.
« All patients registered with NRR are el

le to be listed in Malaysian deceased donor recipient waiting list by default

2. Open and transparent management of personal information

« The NRR website provides the NRR Office contact details in the event of questions, concerns and complaints about the NRR.

« States that the NRR is not permitted to identify patients by law and that, to maintain absolute security and confidentiality, anyone wanting to use any of the data from the Registry
will be required to obtain the approval in accordance to data request guidelines as stated in the website http://www.msn.org.my/nrr/data_request.jsp (s .

« The NRR Centre Participation in National Renal Registry Consent form addresses the policy and guideline for the participating to abide by. They have the ultimate responsibilty for
appropriately collecting and maintaining the NRR data, including ensuring privacy and confidentiality of their own patient's data.

 All personal information s kept strictly confidential: all data wil be anonymised and aggregated in any presentations or publications and no patients o hospitals will be identified
by name in reports.

« The Data Security Policy explains the security related to the collection, storage and accessibility of the information in the Registry.

3. Anonymity and pseudonymity
 Anonymity and pseudonymity is impracticable for the NRR as identification of individuals is required in order to:
i. Make the necessary changes to patients' records e.g. opting-out from the registry; editing erroneous data, deceased donor kidney recipient waiting list
ii. Due to the nature of the renal disease, cohort follow up of the patients is required
« However anonymity is preserved in the way that the data are used .g. reports, presentations.

« Patients can opt-out their personal data at any time, with just an ID code remaining in the system.

4. Collection of solicited personal information

« The NRR collects persanal information which is directly related to its functions and activities. Public Notice s available at participating centres.

« The NRR has all the appropriate ethics/governance approvals in place including approval of an opt-out process for participation, which s the gold standard for registries. This
model presumes that patients will be wiling to be included in the NRR. Patients are advised that they are / will be in the NRR but they are able to opt-out any of their personal
information from the NRR at any time.

« Data collection does not occur without prior ethics approval from Medical Research and Ethics Committee (MREC), Ministry of Health with local research governance.

5. Dealing with unsolicited personal information.
« Hospital staff can enter only required information on the NRR web tool.
 NRR staff only enter follow-up data provided by the patient or their proxy.

6. Use or disclosure of personal information

« The NRR dats are summarised to provide information that can inform clinical practice and policy in renal related diseases care. All data reported are de-identified and aggregated.

« The NRR team is guided by the NRR Data Access Policy which outlines how data may be used and supplied.

« Any persons wishing to undertake research using NRR data need to submit a proposal for review by the NRR Advisory Committee, a5 well a5 having appropriate ethical clearances.
Data are only supplied to researchers, in approved studies, in 2 non-identifiable format.

« Identifiable data are only used for data linkage or data qualty checking processes by authorised staff/entities according to appropriate approvals for data linkage and the NRR
Quality Assurance and Data Management Processes Policy e.g. ethics approved linkage with the Jabatan Pendaftaran Negara (JPN) (National birth and death registration authority).

« All NRR personnel sign a Confidentiality Agreement.

« All ENRR users sign a User Agreement which outlines the user policy.

7. Cross-border disclosure of personal information
« The NRR server and backups are maintained in Malaysia. No data are held offshore.

8. Quality of personal information
« The NRR Quality Assurance and Data Management Processes outlines the data verification processes employed by the NRR.
 NRR conducts regular reviews of data d determining case Data quality checks are also built into the NRR Web application to

ensure the quality of the data submitted.

« Training centre staff in dats entry and use of the NRR Data Definition Dictionary takes place before any live dats are entered. Site visits and data quality audits of randomly.
selected medical records are used to verify the accuracy of data collected by the NRR. Centre users have been informed to ensure to enter only true and correct information,
provide timely and accurate data and provide timely response to data query.

« Information is provided in the NRR annual reports on the quality of the aggregated, de-identified data in the registry e.g. proportion of missing data per field.

5. Security of personal information
« The NRR Data Security Policy provides guidelines for all security-related aspects for the registry.
« NRR data are collected via a web tool that requires password access with varying levels of authority. The database itself is protected by Secure Sockets Layer - the highest
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2.IFyou click Yes, then the Accept button will be enabled. Click Accept. |

7. Click OK at the confirmation of acceptance of Personal Data Protection Notice.
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8. At First Time Login Authentication page, key in Identification Card Number and Handphone
Number. The Identification Card Number and Handphone Number has to match the
information that has been reported to National Renal Registry.

QNnn Home About Us + User Guide & Manual Registration Form Security Policy Centre Directory Contact Us

Mome = FrstTame Logn Venfication

Do you have eMOSS Login Account before®

1f Yes, you miy skip First Time Login, Saase key n your sMOSS usernams snd paseword st the login page.
3f not, you will need to go through First Time Lagin,

- Mg your Centre Coordinator sdded you ss 1 ussr in your centre in SRR yet?

Handphone 0123717855

My NRIC 660716-11-1111
oid 1C Ne

Ober dacument ng

Spealy documant tvps
Cbers, spacify
Image Verification & - [change image ]

Type the characters you see in
above image ;

9. Upon successful verification, a new page will appear.

QN"" About Us ~ User Guide & Manual Registration Form Security Policy Centre Directory Contact Us

(hbabie Albsi e Weghinrarion )
: —

&

Home = First Time Login Verification

Do you have aMOSS Login Account bafore?

1f Yes, you may skip First Time Login. Please key in your aMOSS username and password at the login page.

If not, you il naed to go through First Time Login,

- Has your Cantra Coordinator added you as a usar in your cantra in alRR yat?

- If no, kindly requast your Cantre Coordinator to add you as a usar in your centre first bafora continuing tha following saction.
- 1f yas, kindly fill in the form below to authanticate yaur (dantity.

Click hure te view Usar manusl for Login
SMS Mobile Authentication
1 Contact Title Mr.
Contact Nama cl

3 Mabile Authentication Phons (012)3717855

Ne Send 5MS Authentication Code
4 8MS Authentication Code

First Time Login Information

1%%  Handphane (012)3717855

2 My NRIC 660716-11-1111

E old 1c s

4 Gther document na

s Specify document type

6  Others, spacify

Verify Authentication Code w
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10. Check if the Mobile Authentication Phone Number is correct. If Yes, click

Send SMS Authentication Code .
_. If not, please contact your Centre Coordinator to amend

accordingly.

. A — S m—

a= N/ FPFP ﬂ AboutUs = User Guide 8 Manual  Regiswation Form  Security Policy  Contre Direstory  Contact Us

Home — First Time Lagin Verification

Do you heve eMOSS Login Account before?
If Yes, you may skip First Time Login. Please key in your eMOSS username and password at the login page.

If not. you will need to go through First Time Login.

n eNRR yet?
user in your centre first before continuing the folloving section.

1. Click here to send SMS Authentication code to the mobile number specified.
You will receive an SMS$ with the Authentication Code on your handphone.
1 Contact Title o
e

2. Key in the Authentication Code that you received on your handphone here.

3 Mobile Authentication Phone (0123717855

No
80191070

4 5MS Authentication Code

Time Login Information

1 %% Handphone (012)3717855
2 My NRIC 660716-11-1111
Old IC Ne
4 Other document no | 3. Click here after you have completed step 1 & 2 above.
5 Specify documenl t type
5 Others, spacify

| Verify Authentication Code |‘@]

11. An SMS Authentication Code will be sent to your handphone number. Please key in the SMS

Authentication Code at the space provided. After that, click .

12. A new page will appear.

13. At the login information section, please enter your Login Account information and then click

Create Login Account

18
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About Us ~ User Guide & Manual Registration Form Security Policy Centre Directory Contact Us

Horme = First Tire Legin Verifestion

IF o, Rindly reguesk poor Cantre u 4 mn @ wawe i yEur b frat bafon canbnuing the feloring sestion

Crntact Title Mr.

Contaet Kame (=

— 1. Key in Account Login Information

ntain at leass i slphanumenc characters

estparamadic

1 ** Handghone (012)3717855
My NI E60716-11-1111
3 oMIcHs
4. Dihe Sireok g | 2. Click here to Create your eNRR Login Account |
3 vk by s

& Othurs, wpuzify

14. You will return to Login page.
15. Key in the login Username that you have created in Step 7 above and key in the Image Security

Code that you see on the screen. Click
ENH” Abouilis v Registration  Securmy Prlicy  Confact s

NEWS & EVENTS ELECTRONIC NATIONAL RENAL REGISTRY bl

Wi will update suan First Thma Login success. Plsage e

L testparamedic

Zement fneraps (5 o [ Cnange image |

'zminhmamcmmmmm }——-"'

NEXT

& FORGOT PASSWORDT

A FIRET TIME LOGIN

-

16. In the second authentication page,
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a. Click Yes if your Personal Login Phrase is correct, and click no if your Personal
Login Phrase is incorrect.

b. Check if your username is correct

c. Key in your Password.

d. Click

EN”" Abouille ~  Hegisliwbion  Sscuriy Policy  Confact s

User Login

NEWS & EVENTS

o il upciah acdn

I5 your Farsonal Logn Freass

| comEc?
teslparamese
® Y o e

A estparamedic

& FOSGOT PASSWORDY

"1 2 Key in your Login Password }

o FRET TIME LOGI

17. Select Role if you have more than one role in your centre. If not, you will be sent to the next
page.
18. Key in your Personal Login Phrase that can be used to verify you for subsequent login. Click

Welcoma Mr. Chandra Sekaran A/L Palany - Centre Paramedic

@ Home

2, Patient Registration

My Profile

@ Patrent st First Time SMS Mobile Authentication
1 Mobile Authanticatien =}
- Annual Raturn List S alwind
W =MOSS 2 Mobile Authentication 24-11-2017 11;53:43

Completed Date
i Data Query Mabile Authentication Phone
3 e (012)3717855
|1 Data download

Wy Reports My Profile

6 My Prafile 1 Contact Person ID 1956
2 Login Name testparamedic
o e 3 Title (w.g Dr. Mr. Miss) Mr,
W IT Suppoart / Halpdesk i e &
(@ Log Out 5% personal Login Phraze testparamedic I‘//I 1. Key in Personal Login Phrase
&6 My NRIC 660716-11-1111
7 Other document na
8  Specify document type
3 Others, specify
10 Designation
11 Mobile e (012)3717855
12 Email

Save (Update)
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19. Upon successful, user will be directed to:
a. Select Role if you have more than one role in your centre.

Please select one of the Roles below:

Module 1 :

) Centre Doctor
) Centre Nephrologistin charge / Drin Charge

Select Roles

b. If not, you will be sent to the next page to the Dashboard page of ‘Module 1: NRR
Forms Submissions’.

(T Administrato -

& Home Summary Statistics
2, Patent Registaron
Centre Participation
Patiand List
Ameniion plegse:
[ Incomptete form 02942018
1P any af the contre ol yours pl
e Pending Submissian - Mo If yous centre is not shown here. please do e needhd by complate a Borang 2 .gj
Wi Fending Subnission -Outcome Assessment Year -

% 1! -
L Aot o Carrant dotediona : 26-06-2019 2:00:24

W NRR Management

W Certie Management
Data ety ) Alert & Pending Task
Jd Change Regquest (41 1278) 18052019
) Drita dawnfaad (MRS Manager) 1. Untuk memastikan d3ta kualili pusal anda tolong pastian rekod-rekod yang
tersenaral disini sudah selesal
I MOSS - RNEF + (ncompiete farmj / Pending Sumession — Mot & Dutcome
« [Change Request)
Q@ Logut + [Dta Quen)

2 Sila rujuk kepada tatacaranya i hitps |
I twhPage g WP ageid=al

18052019
Kerjssama anda amat dihargal Adatah penting unduk menyarahkan data-data
tahunan seneium 31hb Disember seliap ehun. |afu pastikan anda sudah siap
penyerahan data-data bagi tahun taksiran yang temmasuk

1. samua pesait ban sudah cedafar

2 samua ksjadian [Oucoms]

3. semua AR sudah sempuina dibuat

4 semus FD iInfecton (FD centre onfy) sudah dilaparcan

5 samua Acuse Regection o post Tx comglicaion (Tx centre anky)

21



Electronic National Renal Registry Application (eNRR)- Version 1.4

3.3.Guide for Centre User Coordinator to add new user to centre

3.3.1. For adding user who did not have eNRR Login before
1. Only the 4 key person that appears in Centre Directory may add user in your centre. Login to
eNRR.
2. After login, select ‘Centre User Coordinator’ role

Pleaze salect one of the Roles below:

Module 1 :
Cantrs Paatwse

Conha Une! Conrnanse

3. Atthe left panel, click =~ SerReeere

=
Q Home SL
G?‘;P Patient Registration
Ce
Patient List
Lliv
[] Incomplete form Am
o9h
-ﬁ-F‘ending Submission - Motif If ar
Ifyc
44 Pending Submission - Outcome
An 1 Return List As
= nua etwrn Lis Cur
5 Centre Management ==
Da
Staff Record Ce
Centre Documents e
Centre Report Card /| Cert Te
. Data Query An
[ Change Request (21 2) Ce
[y Reports <51
i eMOSS |
(@) Log Out

4. At the Staff Record page that appears, check to see whether user that you wish is already in the

st t0 add the user.

22
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USER 2 (Centre User Cool

@ Home e

STAFF RECORD

5., Patient Registration

. Centre Name
Patient List

[] Incomplete form Centre B
=4 Pending Submission - Notif
L MName
44 Pending Submission - Outcome
NRIC
~ Annual Return List I}
QCentre Management Handphone (1)
Staff Record 8NRR Status E|
Centre Documents
Role at Cente -
Centre Report Card / Cert ol st Center D
& Data Query Q, Search | ShowAll | & Excel

[ Change Request (2/2)

i eMoss
Category
(© Log Out No. Centre Name User Full Name Handphone (1)  eNRR eNRR Access  Role Action
1 TestCentre 2, HD SUHAZELINI ALI 01140502583 eNRR: [/ A Paramedic [ Centre Coordinator Qg
Date start: 07-02-2019
Date end:
2 TestCentre 1, FD TestUser Demo 123 0102314221 eNRR: [ A Paramedic [/ Duty Paramedic/ Nurse o\l:JJ
Date start: 31-05-2019
Date end:
3 TestCentre 2, HD TestJY 0123538499 eNRR: ] Paramedic Duty Paramedic/ Nurse Q =]
Date start: 29-11-2017
Date end:

5. Keyin the user’s NRIC or Other Document Number such as Passport number for foreigner and key

in the user’s handphone number. Click

IT Support | Helpde TEST USER 2 (Centre User Coordinatol
2 Home = -
Verify User
2. Patient Registration
1% Centre Test Centre 2, HD [~]

[ Incomplete form
- ) ) ) 2% My NRIC 820212-01-5698
W Pending Submission - Notif
3 Other document no
ﬁf Pending Submission - Outcome
4 Specify document type EI
. Annual Return List

5 Others, specify
& Centre Management

6 Handphone 0102314221
o Data Query Semua penguna eNRR wajio mempunyai nombor telefon bimbit staff sendiri.
(.4 Change Request (212} 7* Email Julia ali@altussolutions.com.my
Semua penguna eNRR wajib mempunyai alamat emel staff sendiri
i Reports <Y
) Log Out
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Add User
6. Keyin Personal details of the user and click _

USER 2 (Centre User Coordinato

]
QHU”‘E » Verify User ; The user information that you provide is not exist in eNRR. Please provide Personal Information to continue

Verify User
[2] Patient List

Verify User
[ Incomplete form
1% Centre Tast Centre 2, HD .

2% MyNRIC 811228-12-5699

7. Patient Reaistration

i Pending Submission - Notif

ﬁ'Pendmg Submission - Qutcome
3 Other document no
- | Annual Return List
= 4 Specify document ype I_E
U Centre Management
5  Others, specify

. DataQuery

6 Handphone 012987654
[l Change Request(2/2) Semua penguna eMNRR wajib mempunyai nombor telefon bimbit staff sendiri
% Reports <Gl 7" Emall jueshyster@amail.com

Semua penguna eNRR wajib mempunyai alamat emel staff sendiri
T EMOSS
©Logout Personal Information
0g Oul
1= UserTitle Dr
2*=  UserFull Name Mohd. Azli Rani|

3% Category & Designation Doctor (Medical qualification)

Paramedic (Medical qualification) B h‘

(!] Add User

7. Complete information in Section 1, 2 and 3 as needed.

@ IT Support/ Helpdesk BITAﬂmin _ Jufia (IT Administrator) +

& Home = Staff Record

5., Patient Registration

Personal Info 1 H Section Personal Info 2 || Ses n Categ & Designation
Patient List

‘Green Highlighted - for eNNRR Web Application Login Access

[ Incomplete form

~ ‘ersonal Information 1

1 SDPID 80
4 Pending Submission - Outcome
2 Centre Test Centre, MRRB
okt 3 ContactiD 14305
8 NRR Management 4 PersoniD an
= eNRR Login Information
W Centre Management
Login User ID Login Name User Inactive Inactive Reason
Staff Record 100000000 testpara No
Centre Documents
Centre Report Card / Cert SN Web Acceas e cHol
Reports & Data Download Raole
5% UserFull Name & Title Name  TEST USER 2 Title
o Data Query
6™ Identification card number
My NRIC
[ Change Request (11 / 1285) "
= Other document no W00
\& Data download (NRR Manager)
Specify documenttype ol Ic Specify

ﬂ eMOSS - RNEP

T Contact Number

@ Log Out

Maobile (1)** 0162097165 For web application use

R ey Last sent SMS (Visible to eNRR Admin only}
RMO. eNRR Auth Code to add your to "Sultan lsmail Pandan Hespital, Tx Unit'is
32301412. This also allow user to access your profile. (Unsent [U] : 12-02-2019 16:53:40)

Mobile (2)
Home Phone
Fax Number

Email ** 1 Forweb application use

Email2

Note: For Section 1: No 7 Contact Number - Mobile (1), please starts with 3 digit mobile
phone operator number (eg. 011/019/012) then followed by 7 or 8 digit number (eg.
0123453545).

24



Electronic National Renal Registry Application (eNRR)- Version 1.4
Section 2: Ensure to tick the correct Category and Designation

@ I Support /Helpdesk  [J TESTUSER 2 (Centre User Coordinator)

& tome = Staff Record

2, Patient Registration _— =
Section 1: Personal Info 1 | Section 2: Personal Info 2 | Section 3: Categ & Designation " ALL

[Z] Patient List

Please update this record within 30 Days. After that this record will be lock for update.

[] Incomplete form
Green Highlighted - for eNRR Web Application Login Access
iy Pending Submission - Notif

Personal Information 2
i Pending Submission - Outcame

1 Classification E'
| Annual Return List
= 2" Category & Designation
% Centre Management B Doctarecical [ Head Of CUSUM [F] Doctor Consuitant
qualification) )
(o Data Query

[¥] Mephrologist [F] Mephrology Trainee
[ Change Request(212)
Mephrologist Type @ Adult @ Paediatric
s Reports <G
MNER Specialist D Date Appointed
i eMOSS
Date Campleted
@) Log Out
] Physician [l Paediatrician
[@ Medical Officer [F] Other, specify h

i} Paramedic (Medical
qualification)

F Other, specify (Non-medical qualification)

3 Medical Professional Board MMC ™ MA ) Nurse
(& Others
Specify

4**  Prof Registration No

5 Completed 200 Hrs Training? B Date Start Date Completed

Save (Update)

Section 3: Ensure no 1. eNRR already ticked and eNRR Date start will auto to current date. Click

"_F IT Support | Helpdesk BTEST USER 2 (Centre User Coordinator) =

- Staff Record

n?‘i Patient Registration

M Patient List Section 1: Personal Info 1 || Section 2: Personal Info 2 | Section 3: Categ & Designation HH‘
[:| Incomplete form Please update this record within 30 Days. After that this record will be lock for update.

iy Pending Submission - Notif Green Highlighted - for eNRR Web Application Login Access

- Annual Return List 1 elRR

- 2 eNRR Date Start 13-06-2019
& Centre Management

3 eNRRDateEnd

o DataQuery
[ Change Reguest (2 2) Calegory & Designation
1 Contact Person Designation
il Reports "m
iy eMOSS 2 Relejn fusconite [l Doctorin Charge ## [71 Panel Doctor ! Nephrologist ##
## - can only update by eNRR [ Centre Coordinator ## [ Centre Manager ##
Cildgaa Administrator N
Duty Doctor [F] Duty ParamediciNurse
I"\‘ [F] Other Specify

Save (Update)

8. The user has been added. Please request user to go through instructions in Section 3.0 for the steps
to login.
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4.1.1. For adding user who had eNRR Login did not go through eNRR First Time Login before
1. Only the 4 key person that appears in Centre Directory may add user in your centre. Login to eNRR.
2. Afterlogin, select ‘Centre User Coordinator’ role

Wicome tast ner

Please select ona of the Roles below:

Module 1 :
Canre Faramie

Canra Lser Cooisaior

3. Atthe left panel, click =~ S=fReco

fat Home S
., Patient Registration
Ce
Patient List
LClis
[] Incomplete form Am
L]
G4 Pending Submission - Notif IFar
Ifyc
urq Pending Submission - Outcome
An 1 Return List As
- Annual Return Lis =i
% Centre Management B
Da
Staff Record Ce
Centre Documents Te
Centre Report Card / Cert Te
. Data Query An
[i4] Change Request (21 2) Ce
[y Reports “@
i eMOSS |
@) Log Out

4. At the Staff Record page that appears, check to see whether user that you wish is already in the

Add User

centre list. If not, click to add the user.
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ST USER 2 (Cent

a2 Home -

STAFF RECORD

&, Patient Registration

Centre Name
Palient List

D Incomplete form Centre El
4y Pending Submission - Notif
bl g Name
'E[ﬁ Pending Submission - Qutcome
NRIC
= Annual Return List %
QCemre Management Handphone (1)
Staff Record eNRR Status
Centre Documents
Centre Report Card/ Cert Hote StEeqter B
| Data Query O, Search Show All W Excel
[ Change Request (2/2)
i Reports <G Click to Add New User
i eMOSS
Category
) Log Out No. Centre Name User Full Name Handphone (1)  eNRR eNRR Access  Role Action
1 TestCentre 2, HD SUHAZELINI ALI 01140502583 eNRR: A Paramedic Centre Coordinator e, =
Date start: 07-02-2019
Date end:
2 TestCentre 1, PD TestUser Demo 123 0102314221 eNRR: (A A Paramedic [ Duty Paramedic/ Murse Qkz
Date start: 21-05-2019
Date end:
3 TestCentre 2, HD TestJy 0123538499 eNRR: (A Paramedic Duty Paramedic/ Murse Q L;a
Date start: 20-11-2017
Date end:

5. Key in the user’s NRIC or Other Document Number such as Passport number for foreigner and key in

Verify U

J

the user’s handphone number. Click

USER 2 (Centre User Coordinator) -

-
R Home Verify User
. Patient Registration
B
D Incomplete form i et A ZI = El
2% My NRIC 820212-01-5698

i Pending Submission - Notif
3 Other document no
-{i}-Penmng Submission - Outcome

4 Specify document type El
-~ Annual Return List

5 Others, specify h
ECentre Management

6% Handphone 0102314221
. Data Query Semua penguna eNRR wajib mempunyai nombor telefon bimbit staff sendiri.
[li] Change Request(212) 7= Email julia ali@altussolutions.com.my

Semua penguna eNRR wajib mempunyai alamat emel staff sendiri

il Reports ‘@
- L
@ Log Out
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6. Based on matching of NRIC/Other ID document number or Handphone number, the system will
indicate that user already exist in eNRR (was already formerly added in eNRR either activated or not
activated yet). Select the name from the drop down box of the corresponding user.

@ IT Support/ Help

-
fa Home = Verify User : Existing Users from eNRR cannot be blank!
1
b?w Patient Registration « Verify User : Authentication Code cannot be blank
Patient List Verify User

[] Incomplete form

T USER 2 (Centre User Coordinato

This indicates that user already exist in eMOSS |
(either activated or not activated before).

Select user from the drop down kst.

44 Pending Submission - Notif P
g 1 Centre Test Centre 2, HD j
4 Pending Submission - Outcome 2% Ry NRIC 820242-01-5698

= Annual Return List

Ul Centre Management

3 Other document no

4 Specify document type

o Data Query 5 Others, specify
[ Change Request (2 12) 6* Handphone 0102314221
Semua penguna eNRR wajib mempunyai nongoor telefon bimbit staff sendiri
i Reports. G0
7™ Email Jjulia.ali@altus solutions.com.my
W eloss Semua penguna eNRR wajib mempunyai@®amat emel staff sendiri
() Log Out §* Existing Users from eNRR The user information that you provided is already existin eNRR. Please select an Existing User.

To continue, permission and the ‘Authentication Code’ sentto his/her handphone via SMS is required.
Enter the ‘Authentication Code’ then click the "Add User button.

Note: Ifthe selected Users Handphone numbers are different, you cannot proceed
Please complete the Centre Personnel Information Update ‘{F} to request rectify.

el

hentication Code

m Wandatory!

@

**  Authentication Code Mandatory!

(-]

Send SMS Authentication Code

7. Click . An SMS will be sent to the handphone number of the user that
you want to add. Permission from the user is needed to proceed. Please contact the user and get the
SMS Authentication code from him/her.

'! IT Support/ Helpde: USER 2 (Centre User Coordinatos

-
@ Home = Verify User : Existing Users from eNRR cannot be blank!

« Verify User : Authentication Code cannot be blank!

Verify User

a?w Patient Registration

Palient List

[ Incomplete form

Verify User

4 Pending Submission - Notif -
N 1% Centre Test Centre 2, HD =
4 Pending Submission - Outcome -
iy Fending 2% WyNRIC 820212-01-5698
= finnual Refumn List 3 Other document no
5 Centre Management 4 Specify documenttype I_E[
_V,Data Query 5 Others, specify
[ Change Request (212} 6% Handphone 0102314221
Semua penguna eNRR wajib mempunyai nombor telefon bimbit staff sendiri
@ Reports. “GEL
7™ Email Jjulia ali@altussolutions.com.my
i3 eMoss Semua penguna eNRR wajib mempunyai alamat emel staff sendiri
(© Log Out: 8* Existing Users from eNRR The user information that you provided is already existin eNRR. Please select an Existing User.
To continue, permission and the "Authentication Code’ sent to his/her handphone via SMS is required.
Enter the ‘Authentication Code’ then click the 'Add User button.
Mate: If the selected User's Handphone numbers are different, you cannat proceed.
Please complete the Centre Persennel Information Update @F} to request rectify.
Ms Test User Demo 123, 8n0n1n-0n-5n9n, JxixaXaxaxtxsXOXUXIXNX.X0X.XY, 0ndn3n4nzn El
| Send SMS Authentication Code  [Ri= S IERERICEY Click to send SMS Authentication Code to the
handphone number of the user for the user to
@= Authentication Code Mandatory! grant permission to you to add him/her.
Please request the Authentication code from
the user.

- I
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8. Key in the SMS Authentication code which you received from the user in Step 6. Click

eNRR
@ Home
u?ﬁ Patient Registration
Patient List
[ Incomplete form
iy Pending Submission - Motif
ﬁ, Pending Submission - Qutcome
= Annual Return List
& Centre Management
o, Data Query
[ Change Reqguest (2 /2)
il Reports <l

iy eMOSS

(U Log Out

@ IT Support / Helpdesk TEST USER 2 (Centre User Coordinator’

« Verify User : Existing Users from eMRR cannot be blank!
+ Verify User . Authentication Code cannot be blank!

Verify User

g

g

g

g=

Centre

My NRIC

Other document no
Specify document type
Others, specify

Handphone

Email

Existing Users from eNRR

Authentication Code

Test Centre 2, HD :

B20212-01-5698

M

0102314221
Semua penguna eNRR wajib mempunyai nombor telefon bimbit staff sendiri.

Julia ali@altussolutions com my
Semua penguna eNRR wajib mempunyai alamat emel staff sendiri

The user information that you provided is already existin eNRR. Please select an Existing User.
To continue, permission and the "Authentication Code’ sent to his/her handphone via SMS is required
Enter the "Authentication Code’ then click the 'Add User button

Mote: If the selected Users Handphone numbers are different, you cannot proceed
Please complete the Centre Personnel Information Update "vﬂ' to request rectify.

Ms Test User Demo 123, 8n0n1n-0n-5n9n, jxiaXaxiXaxbsxoxuxixnx.xox.xy, 0n0n3n4n2n E

‘Send SMS Authentication Code ﬁ Mandatory’

1. Key in the authentication code which you
Mandatory! {1— have req from this user above.

| 52705613

9. Complete the details of the user in Section 1, 2 and 3.

oeNRR

& Home
,2@ Patient Registration
Patient List
[] Incomplete form
ﬁ,f Pending Submission - Motif
a4 Pending Submission - Outcome
. Annual Return List
I8 Centre Management
o Data Query
[ Change Request (2/ 2)
i Reports G
i ehoss

(U Log Out

Staff Record

Green

IT Support / Helpdesk

TEST USER 2 (Centre User Cool

Section 1: Personal Info 1 || Section 2: Personal Info 2 || Section 3: Categ & Designation || ALL

~for eNRR Web

Login Access

rsonal Information 1

1

Z

3

5

B

7

SDPID
Centre
Contact ID

Person ID

User Full Name & Title

Identification card number

Contact Number

Rl
Test Centre 2, HD
15597

9047
eNRR Login Information

Login User ID Login Name User Inactive Inactive Reason

100001605 testmo No

eNRR Web Access User Role

Raole
Name TestUserDemo 123 Title Ms

My NRIC 820212-01-5698
Other document no

Specify document type % Specify

Mobile (1)= 0102314221 Forweb application use
Mobile (2)

Home Phone

Fax Number

Email ** julia

15.com.my For web ion use

Email2
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Ensure to tick the correct Category and Designation

@ IT Support/ Holpdesk  [FY TEST USER 2 (Centre User Coordinator)~

=
ol Staff Record
7. Patient Registration
m Patient List Section 1: Personal Info 1 | Section 2: Personal Info 2 || Section 3: Categ & Designation ’I‘
D Incomplete form Green Highlighted - for eNRR Web Application Login Access
i Pending Submission - Outcame 1 Classification

| Annual Return List 2 Cateaon) & iesiguation

O  Doctor {Medical qualification) [ Head OfCUSUM 7] Doctor Consultant
i Centre Management
i [] Nephrologist [] Nephrology Trainee
- Data Que
ES i Mephrologist Type
[ Change Reguest (2/2)

NSR Specialist ID Date Appointed

@Re‘mns‘m Date Completed
W EMOSS [] Physician [[] Paediatrician
() Log Out 1 Medical Officer [] Other, specify

B4 Paramedic (Medical qualification; MA 1 ANO [ StaifNurse/Registered Nurse

[} Post Basic Renal Nursing [} Other, specify

Nursing School Name
Date Complete
] Other, specify (Non-medical qualification)

3 Medical Professional Board
Sph(;\fy
4**  Prof Registration No

5 Completed 200 Hrs Training? ] Date Start Date Completed

Save (Update)

Ensure eNRR and eNRR Date start already auto key in from the system and please key in Category

. . . Save (Updat
and Designation. Click

@ IT Support/ Helpdesk ﬂ TEST USER 2 (Centre User Coordinator) =

2 Home =
Staff Record

9, Patient Registration

m Patient List Section 1: Personal Info 1 || Section 2: Personal Info 2 ‘ Section 3: Categ & Designation ‘ ALL
D Incomplete form Green Highlighted - for eNRR Web Application Login Access

i Pending Submission - Notif eNRR Web Application Login Access

i Pending Submission - Outcome 1 eNRR =

| Annual Return List 2 eNRR Date Start 13-06-2012

3 eNRR Date End

I Centre Management
=

. Data Query Category & Designation

1 Contact Person Designation

[l Change Request(2/2)
i Reports Bl Z ‘Roleinits cente [ Doctorin Charge ## [ Panel Doctor ! Nephrologist ##
- eMoss ## - can only update by eNRR [] Centre Coordinator ## [1 Centre Manager ##
© Administrator q
Duty Doctor [[] Duty ParamediciNurse
(@) Log Qut [
[[] Other Specify

Save (Update)

10. The user has been added. Please request user to go through instructions in Section 3.0 for the steps
to login.
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4.2.Forgot Password
1. At the eNRR login page that appears, click Forgot Password button.
ENH" Home About Us + User Guide & Manual Registration Form Security Policy Centre Directory Contact Us J

NEWS & EVENTS ELECTRONIC NATIONAL RENAL REGISTRY ool

Thee Dialynin aned Teansplani Regisiry wis. estabiished by the Dspartmant of Negheology

Ve will u) in
R e act data from patiems. on ranal repiscsmant 1

ephmoiagy It was —
4 [ Change image |

MDTR colles

Dialysia and Transpl
stage fenal disease

NEXT

Click Forgot Password | % FORGOT PASSWORD?

& FIRST TIME LOGIM

2. Key in the email address and Image Verification and click Send.

QN"" Home [EEGHINEIEES User Guide & Manual Registration Form Security Policy Centre Directory Contact Us

Homa — Forgot Password
Please enter email address thit you registeced to reset password, You will then receive an emall within a few minutes which will contain a hyperdink which will allow you to

specify a new password.

Email address  testdr@aitussolubane. com.my

e
Image varfication  ~BAAADS e [ Chainemige ]

Type the characters you see in

511493
above image §

3. At the popup that appears, click ok.

Please check your email which will contain a hyperlink which will allow you to specify a new password.

4. An email will be sent to your email address. Please go to your email to retrieve the email and
click on the link provided in the email.
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™ NRR App : Forgot password - Message (HTML) B X
FILE MESSAGE
= Oy S O oo To Manager Vo TRt Ty, P | gL #Fno
T Ignore x — ) =3 [E2Meeting ) g £ a
> b4 RL(I' Cﬁd(l' Fﬁ')d i EJ Team Email 2 Reply & Delete 3 B OneNate B B q
. = ete 5 i te
8 unk+ Delete  Reply :’xy orward [ More ke N F a e e un:&d apnvw ranf ate s com
Delete Respond Quick Steps Move Tags & Editing Zoom ~
W FinznTisHe
P_A NRR App
| | NRR App : Forgot password
To jyim@altussolutions.commy
Dear jylim,
This Link will take you to a page where you can enter a new password. Keep in mind that the password is always case-sensitive.
http://L Page jsp?fwbPageld=R. nkID=F1df476260bde93933%a4c3f3e3059f6
Kl Repisds;
Website Administration Team
NOTE: Aut: d email from https://www msn.org.
Please DO NOT REPLY to this email
) NRR App RE: point www.msn.org.my DNS to 203.115.198.105 =
S -
Key in the relevant 1nfo and click Reset Password
QN"" About Us ~ User Guide & Manual Registration Form Security Policy

Home — Reset Password

Please enter information below and click "Reset " to reset your

Email address  testdr@altussolubions.com_my
Mew Password  esesssee

Retype New Password — ssesssss

Image Verification

Type the characters you see in
above image :

Click ok at the popup that appears.

Passward has been reset. Please use the new password to login.

You may login using the newly reset password at the login page now.
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40 LOGOUT

To logout from NRR, click on ‘Logout’ at the Left Panel menu bar or Top Panel menu item.

QN"" @ i Support/ Helpdesk  [PY TEST USER 2 (Centre Doctor) -
-
i Summary Statistics & My Profile
- Personal Info
c_vv Patient Registration . .
Centre Participation i Change Password

Patient List [Bl Change Role

Click here for Assessment year 2017

D Incomplete form Artention please:
09/04/2018 (V) Ll)g_ Otﬁ‘h
S Pending Submission - Notit If any of the centre shown here notyours please inform prr@msn.org.my =

Ifyour centre is not shown here, please do the needful by complete a Borang 5 @
4 Pending Submission - Outcome

Assessment year 2018

o LA O Current dateftime ; 13-06-2019 21:15:00

E‘ Centre Management

.+ Data Query =
Centre Name Total Pending Response Total Value Accepted Total Value Corrected Total
[l Change Request (3 13) Test Centre 1, PD T 0 3 10
Iﬂn Reports ﬁ Test Centre 1, Tx o o o o
Test Centre 2, HD 2 0 0 2
Py eMOSS

@) Log Out Annual Return submission progress %

Centre Name Total AR Total verified Total not verified Total Pending issi Total Revision i Total i Current total Annual return submission

Alert & Pending Task

18i05i2019

5.0 HELP DESK SUPPORT

Note: The eNRR User’s Manual is subject to amendment from time to time as the system is
enhanced

For assistance in completing your application or if you experience technical difficulties using this
site, including problems related to data entry, please contact:
1) The IT Administrator at: Tel: 603-4041 8615 / 4051 2296

Email: reg.support@altussolutions.com.my

2) NRR Registry Manager
National Renal Registry (Malaysian Society of Nephrology),
Unit 19-01, Q Sentral, 2A Jalan Stesen Sentral 2,
50470 Kuala Lumpur, Malaysia.
Telephone & Fax - 6 (03) 2276 3686 / 2276 3687

Email: nrr@msn.org.my
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